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PROGRAMS: HOW THEY WORK

#if defined (RANDALL_WAS_HERE) <---
# define Py UNREACHABLE() \
Py FatalError( \ C PROGRAM
"If you're seeing this, the code is in what I thought was\n" \
"an unreachable state.\n\n" \ (CU rtu rsy Of
"I could give you advice for what to do, but honestly, why\n" \ prthon)

"should you trust me? I clearly screwed this up. I'm writing\n" \
"a message that should never appear, yet I know it will\n" \
"probably appear someday.\n\n" \

"On a deep level, I know I'm not up to this task.\n" \

"I'm so sorry.\n" \
"https://xkcd.com/2200") —
#telif defined(Py_DEBUG)

# define Py UNREACHABLE() \
Py FatalError( \

"We've reached an unreachable state. Anything is possible.\n" \
"The limits were in our heads all along. Follow your dreams.\n" \
"https://xkcd.com/2200")

#elif defined(__GNUC__ ) && (__GNUC__ > 4 || (_GNUC__ == 4 &% _ GNUC_MINOR_ _

>=5))

# define Py UNREACHABLE() _ builtin_unreachable()

#elif defined(__clang_ ) || defined(__INTEL_COMPILER)

# define Py UNREACHABLE() _ builtin_unreachable()



PROGRAMS: HOW TI

_—
Machine code
In a PE file
X8664

Can run on most
intel CPUs
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REVERSE ENGINEERS

People who read machine code to
understand a binary's
functionality

- Malware researchers
- Software crackers
- Masochists
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People w
understa
function

- Malware
- Softwar
- Masoch
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Binary/machine isntructions can be
DISSASSEMBLED into a

1. HIGH LEVEL
2. HUMAN-READABLE

programming language known
as
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rex
rd ptr [ra>
1868867866

7 loc_ 18@@89FCT:

loc_18@889FD5:

loc 18
mow

loc_l8@869FF4:




REVERSE ENGINEERS (RE)

Tools to help them read more
code at once

- IDA:;
Interactive DisAssembler




eax, [rbx+28h]

PyErr_NoMemaory
: gword ptr [rdi], !
rax, [rbx+3eh] jnz short loc_138867
short loc_188889FF1

mons

loc_13@8@9FF4: :

Mo eax, [rbx+28h] 0 rax, [rdi+g]

and eax, Gah 0 rox, rdi PyErr Ead&rbum:1t
cmp al gBh ; ' gword ptr [rax+3eh] j short loc_l18@88s78C7
lea

jnz :hurt luc_'




eax, [rbx+28h]

PyErr_NoMemaory
: gword ptr [rdi],
rax, [rbx+3eh] jnz short loc_138867
short loc_188889FF1

mons

loc_13@8@9FF4:

Mo eax, [rbx+28h]

and

cl‘np =l L N % 2 L | I = AL =
lea

jnz

PyUnicode AsUTFSARMT




REVERSE ENGINEERS (RE)

Reverse Engineering Is a cat
and mouse game

- Bad actors/Shitty companies
keep making reversing harder









Graph overview



REVERSE ENGINEERS (RE)

Reverse Engineers are
selectively breeded to
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PSYCHOLOGICAL WARFARE AGAINST
REVERSE ENGINEERS



Graph overview

Hex View-1 ! Structures

i Graphov O & X




Artfuscator

1. A C Compile

2. Compiles entire program into A
SINGLE CONTROLFLOW GRAPH
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Motivation




Motivation

- covid






REPSYCH by christopher domas




REPSYCH by XOREAXEAXEAX

1. Pioneer in Psycholo |caI

#lWarfare in Reverse ElRak 8
Engineering s

2. Invented controlflow graph
art



REPSYCH by XOREAXEAXEAX

,




REPSYCH by XOREAXEAXEAX

L THE GRAPH ART




ARTFUSCAT







Artfuscator Internals

"Monumental achievement in
compiler engineering”

(Source: me)



Artfuscator Internals

"Monumental achievement in
compiler engineering”

(Source: me)

Artfuscator is built on the work
of GIANTS



Artfuscator Internals




Artfuscator Internals

18 ‘ Correction: Rui314 wrote lid,
iy not Id, a linker for llvm




Artfuscator Internals

18 ‘ Correction: Rui314 wrote lid,
iy not Id, a linker for llvm




Artfuscator Internals

18 ‘ Correction: Rui314 wrote lid,
iy not Id, a linker for llvm




Credit breakdown

Credit Breakdown

Brui314's 8cc @shinh's ELVM OJule's Contribution to the world



Credit breakdown

Credit Breakdown

my contribution




Artfuscator Internals




Artfuscator Internals

SCC

Parser|— —|Codegen




Artfuscator Internals




Artfuscator Internals




Artfuscator Internals

8ee VWM Artius
Lexer@ —

C Code Tokens

(only 10
instructions)




Artfuscator Internals

M Artfuscator

AST ELVM
(only 10
instructions)

]



Artfuscator Internals

M Artfuscator

AST ELVM
(only 10
instructions)

]



Artfuscator Internals
Job of my codegen:

mov, add, sub, load, store, setcc, jcc, putc, getc,
exit



Artfuscator Internals
Problem:




A r\t f u ;3 void  cdecl main_main()

vain main proc near

= gword ptr -18h
var_ gword ptr -18h
var_1= byte ptr -1

3 unwind {
sub rsp, 18h
mov [rsp+l8h+var_18], rdi
maow rax, [rsp+l8h+var 18]
MoV [rsp+18h+
MoV [rsp+18h+

[rsp+18h+ve

Iﬁ¢l"::' .- xor

Mo -

call 2wl oW rdi, [rsp+18h+var 18]
main_print_flag
rsp, 13h

main_main endp




Artfuscator Internals
Solution?

Do complex code transformations
to remove controlflow entirely?

Spend 100s of hours crafting the
perfect passes?



Artfuscator Internals
Solution?

Do comrilay cnde tra-<rormations

to renTO much effort!y?

Srend 100s of hours craftnig.the
perfect passes?



Artfuscator Internals
Solution:




Artfuscator Internals
Solution:




sub 8049014 proc near
eax, 1
jz short loc_884981A

loc_884901A:
pop eax
mov eax, ds:dword 8087B59[edi*4]

sub eax, OABAD1DEAh
jz short loc_804902B

oc_ob49elb:
moV edi, 49ah
moyv eax, 1
sub 8849014
: CROROEIoToe14
dword_808908C, eax
dword_8639eeC,

= LA e LB LALA

iEN



sub 8049014 proc near

jz

eax,

1

short loc_884981A

loc_884901A:

pop
mov
sub
jz

eax
eax,
eax,

ds:dword 8887B59[edi*4]
OABAD1DEAK

short loc_804902B

loc_8©4902B:

moV
moV
call
Mo
MmO

«ai, <7- Sets where to jump
eax, 1

sub 8849014

eax, dword 8089014

dword_808908C, eax

dword_8639eeC,

= LA e LB LALA

iEN



sub 8049014 proc near

jz

eax,

1

short loc_884981A

loc_884901A:

pop
mov
sub
jz

eax

eax, ds:dword 8087B59[edi*4]
eax, BGABAD1DEAh

short loc_804902B

loc_8©4902B:

moV edi, 494

moyv eax, 1

call sub 8049014

mov eax, dword 8089014

mov dword_808908C, eax
dword_8639eeC,

= LA e LB LALA

iEN



sub 8049014 proc near

jz

eax,

1

short loc_884981A

loc_884901A:

pop
mov
sub
jz

eax

eax, ds:dword 8087B59[edi*4]
eax, BGABAD1DEAh

short loc_804902B

loc_8©4902B:

moV edi, 494

moyv eax, 1

call sub 8049014

mov eax, dword 8089014

mov dword_808908C, eax
dword_8639eeC,

= LA e LB LALA

iEN



sub 8049014 proc near

jz

eax,

1

short loc_8084981A

loc_884901A:

pop
mov
sub
jz

eax
eax, ds:dword 8087B59[edi*4]
eax, @ABAD1DEAh

short loc_804902B

loc_8©4902B:

moV edi, 494

moyv eax, 1

call sub 8049014

mov eax, dword 8089014

mov dword_808908C, eax
dword_8@8988C, @FFFFFFh

= LA e LB LALA

iEN



sub 8049014 proc near

jz

eax,

1

short loc_8084981A

loc_884901A:

pop
mov
sub
jz

eax
eax, ds:dword 8087B59[edi*4]
eax, @ABAD1DEAh

short loc_804902B

loc_8©4902B:

moV edi, 494

moyv eax, 1

call sub 8049014

mov eax, dword 8089014

mov dword_808908C, eax
dword_8@8988C, @FFFFFFh

= LA e LB LALA

iEN



sub 8049014 proc near

jz

eax,

1

short loc_8084981A

loc_884901A:

pop
mov
sub
jz

eax
eax, ds:dword 8087B59[edi*4]
eax, @ABAD1DEAh

short loc_804902B

loc_8©4902B:

moV edi, 494

moyv eax, 1

call sub 8049014

mov eax, dword 8089014

mov dword_808908C, eax
dword_8@8988C, @FFFFFFh

= LA e LB LALA

iEN



sub 8049014 proc near

eax,

1

jz short loc_8084981A

loc_B8@4901A:

pop
mov
sub
jz

cax

eax, GABAD1DEAh
short loc_804902B

loc_8©4902B:
edi, 494
eax, 1
sub 8849014
eax, dword 8089014
dword_808908C, eax
dword_8@89@8C, @FFFFFFh

= LA e LB LALA

iEN



sub 8049014 proc near
eax, 1
short loc_8084981A

jz

loc_B8@4901A:

pop eax

mov

sub eax, OABAD1DEAh
short loc_804902B

sub 8849014

eax, dword 8089014
dword_808908C, eax
dword_8@89@8C, @FFFFFFh

= LA e LB LALA

iEN



sub 8049014 proc near
eax, 1
jz short loc_804901A

loc_B8@4901A:
pop eax
mov eax, ds:dword 8@27Rcaladi*al

sub sax, saeaninean de-obfuscate address
short loc_804902B

sub 8849014

eax, dword 8089014
dword_808908C, eax
dword_B8es89eeC, oF

LA e LB LALA

iEN






sub 8049014 proc near
eax, 1
jz short loc_884901A

REST OF PROGRAM HAS NO

ds:dword 8887B59[edi*4]

CONTROLFLOW. . .

loc_B804902B:
moV edi, 49Ah

moY eax, 1

call sub 8649014
eax, dword 8089014
dword_868908C, eax
dword_8@396eC,
dword_863900eC,

.,AL.'




@ Jules 10/13/2022 12:37PM
<% You've heard of controlflow flattening, get ready for controlflow lengthening

a.zip
84.38 KB

Juwu$ ./a.art.exe
> (defun uwu (x y) (+ x y))
(lambda (x y) (+ x y))

> (defun owo (x y z w) (uwu (uwu x y) (uwu z w)))
\(1ambda (xy zw) (uwu (uwu x y) (uwu z w)))
> (owo 1 2 3 4)

10
> 1

=, Graph overview B n

‘ 10/13/2022 12:40 PM
@ HAHHAHAHHAHAHAHAHAHHAHAHAHAHA
udid it
madlad
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actual
controlflow
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Fake switch case
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Jules 10/14/2022 4:43 AM

%
2
lisp-interpreter.zip
\ 113.01KB
Ok am going to sleep
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v v P St R atdpat "

B BT renms ~dwas s 00 W

10/14/2022 9:09 AM

sansders 10/14/2022 10:24 AM
oh wow you can potentially do bad apple on ida

oh nvm you already did LOL

<

10/14/2022 10:50 AM
and this is how re challenges are made at 5am
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Documentation for Artfuscator

github.com/JuliaPoo/artfuscator



Documentation for Artfuscator

?) avocado e MW Everything : Panopto 6 NUS Sign-In Page (<) e (8} (8} e e :.f fuk py3gu Bluenrg documenta.. e My Cryptopals Writ

T . ithub.com/JuliaPoo/artfuscato

(lambda (x y z w) (u (uxy) (Uuzw)))
y (vl 23 4)

How it works #

EVERYTHING YOU NEED IS HERE

TODO

Credits ¢

e Christopher Domas for the original idea and work on REPsych

e Shinh for ELVM, which is an awesome project



Licensing

The MIT License does not hold me

LIABLE FOR ANY CLAIM, DAMAGES, PSYCHOLOGICAL DAMANGES OR OTHER
LIABILITY,

ARISING FROM THE USE OF THIS PROJECT

Limitations

x Liability

X Warranty







re: important information

4. HMU

e0958745@u
.nus.edu
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